The network management community has explored and exploited light, copper, and several wireless spectra (including acoustics) as a media to transfer control or data traffic. Meanwhile, haptic technologies are being explored in end-user (wearable) devices, and Tactile Internet is being used merely as a metaphor. However, with rare exceptions and for smaller scoped projects, to our knowledge, vibration has been largely untouched as networking communication media.
I. INTRODUCTION
An overarching goal of modern networks is softwarization, for policy programmability and adaptability. Aside from forwarding, many other network mechanisms have been redesigned with programmability in mind. From application mechanisms such as measurement [1] , network-level mechanisms such as scheduling [2] , down to the physical layer with software-defined and cognitive radios [3] , softwarization has touched nearly every aspect of modern networks.
Additionally, an area that often warrants attention is the methods through which networking is taught. In recent years, a growing movement has brought focus to the need for making computer science education accessible to all individuals, particularly the blind and visually impaired (VI) communities. With many graphical and visual issues within networking, these individuals are often left behind.
With these two disparate issues in mind, we propose Vibration-Defined Networking (VDN) as an additional foundation for softwarization of the physical layer and as an innovative method for teaching networking topics. The remainder of this paper is an exploration of our VDN design and prototype implementation, and is organized as follows. The next section defines our contributions with respect to related work, while in Section III we dissect the general architecture of VDN. Section IV covers the experimentation and lessons learned John Pasquesi and Flavio Esposito are with the Department of Computer Science. Gianluca Davoli completed this work as a visiting scholar in the Department of Computer Science at Saint Louis University. Jenna Gorlewicz is with the Parks College of Engineering, Aviation and Technology. from implementing the testbed, and explores the scalability of the testbed with a multi-hop system. In Section V we cover use cases that we foresee as potential applications for VDN, and in Section VI we propose future research directions.
II. RELATED WORK

A. Specialized vibration sensing
There have been several studies that explored vibration sensing for specialized use cases. These articles have covered a range of interesting topics from termites using vibrations to select their food [4] , to binary telecommunication via cellular devices [5] . As an example of a specific application, Liu et al. [6] used the vibrations from a simple finger touch on a surface to implement a virtual keyboard. While past literature has proposed many ways to send and measure vibrations, we aim at providing an alternative form of networking communication, that can serve to transfer control traffic, or very low throughput data traffic.
B. Out-of-channel networking
A few other out-of-channel forms of communication have been proposed; from 60Ghz beams [7] to communication via light signals [8] or power-line [9] , to the recent study involving Music-Defined Networking (MDN) [10] . While acoustics may be an effective form of communication, it could be very unpleasant for humans to interfere with a MDN system, assuming that the human hearable spectrum is used. In our VDN design, we share some of the design principles from [10] and believe that many of the proposed network management applications, as well as some of their limitations, also apply. Moreover, our physical layer propagation media is also flexible, opening new thought-provoking research and teaching directions and exciting (hidden) communication opportunities. The exploration of new communication media is also useful to expand potential applications, as seen in air-water communication [11] .
C. Teaching Using Vibration
Touch is an important component of learning, in STEM disciplines for all students, but particularly those who heavily rely on touch as a primary communication channel (e.g., blind and VI individuals). From hands-on learning experiences to the use of force feedback devices in virtual learning, there are many instances where touch has demonstrated its use in learning abstract concepts [12] - [17] . Quorum, an evidenceoriented programming language, specifically has an "auditory" track that enables individuals with VI to program [18] - [20] . The testbed proposed in this work has the potential to contribute to this initiative, providing an avenue by which networking principles, which often employ visualizations, may be taught in a multisensory way -catering to individuals with different learning styles or disabilities.
D. Advanced Communication Via Vibration
This paper aims to use vibrations to communicate in a unique way. With this in mind, special attention should be given to the work of Roy et al (Ripple II) [21] . This work built upon previous efforts, proposed a few advancements in using vibration for communicating data [5] , [22] . The main two contributions of the Ripple II paper were the implementation of an OFDM-based vibratory radio using vibra-motors for transmission and microphones for receiving, and the creation of a completely functional system using vibration as a data communication method. Our paper aims to keep this work in mind, but our efforts are towards a self-contained, low-cost system, with goals specifically in the networking and education fields. Our work differs due to its focus on applications in network management and teaching rather than improving on the highly-involved vibration method, and in its use of piezoelectric discs as both a transmitter and receiver. Finally, we also differ as our design is oriented towards programmability of the vibration signal rather than merely another alternative way of communication.
III. VDN ARCHITECTURE DESIGN
In this section we explore the mechanisms behind our VDN design, as well as of a management object model, that we implemented in support of vibration policy programmability. In the network management literature, an object is composed by the set of objects that we wish to manage, an API, to change the objects' attributes locally, and a management protocol. By VDN policy, we mean a variant aspect of any of the mechanisms necessary to tune and adapt the vibration firmware to several application needs.
The general overview of our architecture is illustrated in Figure 1 , and contains all key elements of the system. The physical apparatus, described in Section IV, is made up of the selected medium, a single board controller, and the vibration elements. The vibration interface includes the SouthBound API, a serializer/deserializer component, and the Vibration Controller Engine. Then, we have the VDN Protocol, for vibration policy programmability, the NorthBound Rest API, and the application logic. We give some examples of applications considering a few use cases on Network Management and Teaching via vibration (Section V).
A. Rethinking Physical Layer Programmability
Our communication model is centered around the idea of exploiting the properties of alternative physical layers; the selected medium may be any type of material that can effectively transfer vibrations. To control the hardware and transduce vibrations from the selected medium into network data (or control) layer-2 frames, we need a processing unit and a firmware unit; in our implementation, we have used a single board controller. Such a hardware controller is responsible for interacting with the vibrations and the vibration SouthBound API, that logically sits on top of the firmware.
B. Vibration interface
The vibration interface allows the single board controller to communicate with the vibration controller engine and the NorthBound API. The SouthBound API is the single board controller's method of communicating with the vibration elements, and allows for sending and receiving vibrations. The sending of vibrations is possible via the Arduino's tone() function, while receiving is enabled by the ArduinoFFT library, which performs a Fast Fourier Transform (FFT) on the incoming signal to determine the strongest frequency component. The Vibration Controller engine is a refined interface that allows for two key functions: vibration_send() and vibration_receive(). The vibration_send() function allows the user to send a specific frequency for a specific duration, while the vibration_receive() function waits for a signal and then returns the signal to the user. This vibration controller engine allows the VDN Protocol to easily send and receive signals.
C. Networking protocol
Arguing that out-of-channel signaling has the potential to provide support to network management operations, we designed a protocol to associate vibrations to network management events and tasks. The protocol can be used to assign signals to devices at the physical layer, and to agree on the medium access control policy or technique. Moreover, the protocol is employed to map the assigned signals to the different network managements events, tasks, and applications. Finally, the protocol can potentially be used to encode network states (e.g., forwarding, routing, firewall) or for rapid (although not formal) network verification.
We implemented a few applications providing examples of usage of out-of-channel signals to support network manage- Fig. 2 . Multi-hop Testbed: two of the base elements are combined to propagate the signal further. While in this image the two beams are parallel, note that this method could be used to extend the signal further along a single direction. This setup is similar to the single-beam apparatus, except that one arduino is connected to both input of one beam and output of the other. ment operations (Section V): a path verification mechanism inspired by the well-known tool traceroute, an application to help identify heavy-hitter traffic flows with vibrations, and one to help detecting potential Distributed Denial-of-Service attacks. In these toy examples, we partition VDN devices into two subsets: monitoring devices and collector devices. We connect each monitoring device to the data plane switch, configured to allow traffic mirroring on one of its ports. Every monitoring device runs the logic of our application and emits signals in response to specific events. By doing so, a collector device can sense monitoring signals and gather intelligence on specific network events. Such intelligence can in turn be used to modify network states, for example steering traffic by inserting new OpenFlow rules [23] when dealing with Software-Defined Infrastructures, or even simply invoking iptables commands.
IV. VDN TESTBED
A. Testbed Design
For preliminary research into VDN, we constructed a pilot testbed to demonstrate the ability to communicate various signals effectively through vibration. Figure 2 shows the apparatus used for the multi-hop study. The testbed involved merely one of the beams with two Arduino boards. To facilitate the reproducibility of our results, we provide all our testbed details. An aluminum sheet of dimensions 620mm×50mm×1mm is supported by two 3D-printed structures that elevate the sheet 8cm. We choose this sheet for its low cost and thin profile. We added the visible supports to enhance the propagation of vibration signals across the beams; their dimensions were not optimized. At both ends of the beam, a Luvay 27mm piezoelectric disc element (Model #: Luvay000040) adhered to the top of the surface. Each piezo disc is connected to an Arduino Uno to control the sensing and send the vibration signals. We choose the combination piezo-Arduino for the sensitivity of the piezo as a sensor, and the ability of the Arduino to read analog signals. 
B. Investigations of the Testbed
Three essential parameters affect system performancefrequency of the drive signal, amplitude of the drive signal, and the properties of the physical medium. We ran three studies investigating each parameter in more detail in order to optimize the system.
Our first feasibility test sought to determine what range of frequencies we could send and receive across the beam. To determine such frequency range, we measure at 5cm and 55cm from the vibrating piezo disc, for a range of frequencies from 50Hz to 20, 000Hz. The samples were taken by connecting an oscilloscope to the receiving piezo and running an FFT on the input to determine the received frequency. The tested frequencies were in increments of 100Hz from 50 − 4500Hz and then at 5000, 7500, 10000,, and 20000Hz. We choose this scheme to give fine detail in the range the Arduino can read (up to 5000Hz), and then the general trend above that frequency. Figure 3 illustrates the results of this experiment.
As can be seen in Figure 3 , the lower frequencies (< 1750Hz) are very difficult to detect. The most common causes of deviation from the expected signal were the detection of a harmonic rather than the exact frequency, or too small of amplitude to detect.
The high-frequency signals are also challenging to detect, most likely because the piezo's resonance range is 4100 − 5100Hz, and the farther away from this range frequencies are, the lower their amplitude. It is important to note that while the oscilloscope can read very high frequencies, the Arduino is limited to frequencies of 5000Hz or less, due to the speed of the analog to digital converter. From this test, we determined the optimal frequency range for our testbed was 1750−5000Hz. We note that this range is characteristic of the selected hardware, and other ranges (such as lower frequencies) could be achieved with different vibration elements or processors. However, this experiment still demonstrates that even low-cost, readily available hardware has a functional range over which signals can be sent and received with 95% accuracy.
Our second feasibility test sought to determine the range of frequencies that produced the most powerful signal from the piezo, i.e., the signal with the most robust amplitude. To this aim, we ran the procedure detailed from the first experiment; Fig. 4 . Frequency of Vibration vs. Amplitude of Received Signal. Note that the amplitude at 5cm is consistently higher than at 55cm, as would be expected with the signal diminishing over distance. The range of higher amplitude frequencies also corresponds to the range determined in Figure 3 . for this experiment, we measured the signal amplitude rather than the received frequency. The results of this experiment are presented in Figure 4 . Figure 4 illustrates that at very low frequencies, the amplitude of the signal is too small to obtain meaningful data. At approximately 1750Hz, the amplitude increases, which corresponds to the frequency range already determined in the previous experiment. This graph also illustrates that the strongest frequencies are around 1750, 3000,, and 4500Hz. At these frequencies, vibration signals are expected to travel further along a beam.
The final feasibility test sought to answer two questions: how does the length along the beam impact the signal, and how do the boundary conditions of the medium impact the signal? These questions are essential to understanding how the beams can be placed in practice -both the distances they can span and how they can be attached to surfaces. To answer these questions, we sent a single frequency, measuring the amplitude at points along the full length of the beam, ranging from 5cm away from the vibrating piezo to 55cm away in increments of 5cm. We perform this experiment for three different boundary conditions: the beam supported at 5cm from each end (supported), the beam clamped to a support structure at each end (constrained at ends), and the beam laying flat on a lab bench (constrained throughout). Figure 5 displays the results of this experiment.
This experiment demonstrates the importance of understanding how the signal propagates along the beam. When the beam is merely resting on the table, the signal dissipates quickly and remains at a low amplitude. Such low amplitude is due to the damping the table provides, which does not allow the signal to propagate easily. Meanwhile, the supported and clamped trials allow the beam to vibrate more freely, and thus the signal has peaks and dips as it travels along the beam. These conditions allow more reliable signals to be picked up further along the beam but also means that it is essential to understand where along the beam, the signal's amplitude fades. This understanding could provide a useful property: by strategically utilizing areas where the signal's amplitude is low, can we engineer a vibration system to prevent unwanted eavesdropping?
C. Lessons Learned from our Design
Before arriving at the testbed configuration described above, we tested many combinations of equipment. This section briefly covers our attempts, and what we learned about communicating vibration effectively. The elements that were considered but not utilized include Raspberry Pis, MPU-6050 accelerometers, and various combinations of those elements with the Arduino and piezo. In preliminary testing, we encountered several issues with each of these attempts, and they lead to the following key lessons: sensor sampling rate is essential and needs to be tuned with care, the strength of the vibration is important, and more straightforward and inexpensive sensors performed reasonably well.
The first key takeaway is the importance of the properties of the sensing element. A high sampling rate is essential. When we tested the accelerometer with the Raspberry Pi, its maximum sampling rate was 1000Hz, which only allows frequencies up to 500Hz to be measured accurately. This frequency set does not cover the range of ideal frequencies the piezo can generate. The Arduino, on the other hand, has a sampling rate of 10, 000Hz, which allows for frequencies up to 5000Hz to be measured accurately. Thus, with what we know about the ideal range of frequencies on the piezo, a higher sampling rate, or a vibration element with stronger amplitudes at lower frequencies is necessary.
A second key takeaway is the importance of the strength of the vibration signals. During our tests with the accelerometer, many vibrations received from the piezo were too weak to be detected by the accelerometer. However, when we used a more robust source of vibration (mobile phone), the vibration frequency was picked up accurately by the accelerometer. As amplitude decreased, the signal also became more likely to be misinterpreted. A more energetic vibration (or a highresolution sensor) is necessary for reading signals. This information is something that may be used to improve future models, for example, by utilizing more potent vibration generators. However, due to their small form factors and ease of implementation, we believe using piezo elements as done in this work is desirable.
Finally, simplicity is key. Both the Arduino and the Raspberry Pi are capable of sending vibrations through the piezo, but the Arduino code is a single line of code, while the Raspberry Pi requires more code and importing the GPIO library. Additionally, keeping all of the components connected to a single type of board reduces the complexity of the system. These design decisions not only make implementation and operation easier but also maintenance and future improvements to the system. Therefore, to reproduce or extend our results, we recommend beginning with a sensor with a high sampling rate, a strong vibration element, and as simple of an apparatus as possible.
D. Multi-Hop Evaluation
To evaluate the scalability of the apparatus to more considerable distances, we tested the multi-hop apparatus shown in Figure 2 . This exploration sought to determine the behavior of the signal (frequency and amplitude) when the signal was relayed to a second beam. This serves to demonstrate that if needed, the signal could be passed over greater distances.
To determine the behavior of the signal, the frequencies 3250, 3500, 3750, 4000, 4250, and 4500Hz were sent from the start of one beam, relay to another, and the amplitude and frequency of the final signal were measured. These frequencies were chosen for their strength as determined from the explorations of the testbed.
The results of this experiment, in Figure 6 , show that despite the varying amplitude, the frequency remains consistent after the hop. This result confirms that the signal can be extended.
V. USE CASES
A. Reduce Attack Surfaces
While it is still possible to have man-in-the-middle attacks in a VDN, we argue that the physical connection of the vibration elements and their properties makes it less likely to succeed.To successfully collect information, send malicious signals or tamper with existing communication, an attacker would likely need to have a device physically connected to the vibration medium. At that point, the attacker would already have access to the server room, in which case network management traffic may not be the biggest problem. Even in other applications where physical access to devices is permitted to an attacker, touching the medium to feel and decode information is likely to alter it (unless a laser doppler vibrometer is used).
B. Vibrations for Resiliency
One of the key factors of any network is how well it handles failures or attacks. VDN has the potential to add to network resiliency, both actively and passively.
Fate-sharing between the data and management plane is a serious issue [7] . Failures in the data plane network can cause damage to the management plane, preventing the execution of crucial tasks, including diagnostics and recovery. A VDN could help address this issue. With equipment regularly sending network management signals on a vibration plane, an interruption in the signals could notify of an issue without interrupting the normal flow of network operations. Essentially, a VDN serves as a new or additional out of channel method.
Vibrations can also be used passively: by connecting a vibration sensor to a server fan or an hard drive so as to allow the system to detect irregularities in the vibration patterns, we can signal more serious failures before they occur. By preemptively warning of serious issues, the vibration plane could be a significant boost to the resiliency of the network as a whole.
C. Vibration for Physical Layer Security
Physical layer security (PLS) is a fairly recent solution that exploits the inherent differences between the properties of the channel between source and destination and the properties of the source-attacker or attacker-destination channels. This technique has been shown to have major benefits but also drawbacks [24] . As signals propagating over wireless channels, also vibrations propagate differently when observed from different measurement points. Vibrations also have the benefit of being dependent on the material on which they propagate; this, in turn, could allow security application programmers to customize the underlying propagation media, slightly or drastically. Moreover, surfaces can be engineered to enforce stronger attenuation in a given set of directions. Whether or not this property could help mitigate some of the security risks, for example a eavesdropper ability, is left as an open question.
D. Vibration as an Education Method
Another fascinating application of VDN is its potential for teaching individuals with VI more about networking. There are many complex topics within networks that would prove difficult to teach to the VI community. The possibility of "feeling" the network through VDN means that these individuals may be able to experience various concepts through vibration. For example, the idea of sending information within a network packet could be communicated by sending different patterns of vibration or varying the frequency significantly; vibrations can encode small pieces of information such as source or destination addresses, allowing students to feel, identify and learn by touching a packet. Similarly, the result of a checksum operation could be assigned to a specific vibration pattern, and examples given of when the checksum is intact versus when it is damaged could further clarify this notion. Computer Science Education for all is a large initiative, and many efforts have focused on making programming and programming languages more accessible. We believe this work has the potential to push this initiative forward, investigating how other facets of Computer Science education can be made more accessible and immersive for students with disabilities and diverse learning styles.
VI. OPEN PROBLEMS IN VDN
A potential application that we envision is the connection of several different nodes to one central point, where a single sensing node monitors several applications or the health of a full (perhaps small) networked system. This would of course require additional hardware, but might serve to provide a single unified point for network diagnostics.
While our multi-hop vibration testbed demonstrates that is possible to send vibration signals over large distances, there are several challenged that need to be addressed. It would be interesting, for example, to explore how far the vibration could travel in a single hop. Exploring more precise sensors, or stronger vibration elements may also open up further possibilities. This idea also ties closely into the exploration of different media to propagate the vibrations. There may be other material that could propagate vibrations further.
VII. CONCLUSION
In this paper, we have laid the foundation for Vibration-Defined Networking, and suggested potential uses of this (elsewhere explored) technology for physical layer security, to increase network resiliency and for inclusive educational purposes. To assess the practicality of our approach, we have built an architecture for vibration programmability and shared the experience obtained building several hardware testbeds. We analyzed the ability of different mechanical components to send and receive vibrations accurately. We have exposed some limitations of our proof-of-concept prototype system, but also potential research directions.
